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My postgres
involvement
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- pgAdmin – minor features

- psql – autocomplete support

- Minor Engine core changes

- Recently, aggressively fuzzing Postgres

- and extensions
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Agenda

Postgres Community – Interacting with & Reporting bugs

What is Fuzz-Testing?

Results  overview OR  Why should you be interested?

What is SQLSmith?

What is SQLReduce?

Demo

Basics of the components of a simple bug-report?
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Postgres Community:
Open-Source development

4
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Interacting with the Postgres developer community

• Learn about Contributing to Postgres

▪ Fantastic Talk by Claire Giordiano

– How to Contribute to an Open Source Project like Postgres

– PgConf New York (NYC 2022)

▪ https://youtu.be/Q8ST09rlFhs

• Bug Reporting Guidelines

▪ https://www.postgresql.org/docs/devel/bug-reporting.html

• Bug Reporting Wiki

▪ https://wiki.postgresql.org/wiki/Guide_to_reporting_problems
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https://youtu.be/Q8ST09rlFhs
https://www.postgresql.org/docs/devel/bug-reporting.html
https://wiki.postgresql.org/wiki/Guide_to_reporting_problems
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Postgres Buildfarm
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Postgres code coverage
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Bugs mailing list
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Postgres Community – Contributions

• Community has been very receptive

• But most open-source interactions demand quality

• Contributions

▪ Document improvements

▪ Ideas / Improvements

▪ Bug-Reports

▪ SQL Repros

▪ Patches etc..
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Postgres Community 
Bug Report
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Fuzz Testing
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… is an automated software testing 

technique that involves providing 

invalid, unexpected, or random data 

as inputs...

…(and then wish for some fun ☺ !)
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I love the smell of coredumps
in the morning
(… from SQLSmith README)
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What is SQLSmith?
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What is SQLSmith?

• Open source fuzz-testing tool

▪ Written by Andreas Seltenreich (and others)

• Random SQL query generator

• Works with multiple databases – Postgres / MonetDB etc.

▪ For e.g. It was a quick effort to add basic Redshift support

• Allows query / error logging to a database (very helpful!)

• Efficient / allows concurrent runs

13
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Why should I be interested ☺ ?
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SQLSmith Scorecard

SQLSmith

- 100+ bugs found

- Projects

- Postgres

- Sqlite3

- MonetDB

- YugaByte

- TimescaleDB

- Extensions

- Orafce etc.

This Project

- 15+ bugs found

- Projects

- Postgres

- Redshift

- Extensions

- postgis*

- Orafce

- Mysql_fdw

- Rdkit

- pg_repack

- etc.

Community Feedback

I'd hoped that some of these failures shared 
a root cause, but nope they were really four 
different bugs :-(.  I've now pushed fixes for 
all four, and I hope you'll turn your fuzzer
back on.

This is very valuable testing.”

regards, tom lane
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Single random SQL
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1 UPDATE SQL

2900 lines

120,000 characters
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Demo Time !
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SQLSmith intro
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Lets trigger SQLSmith, where we:

• Point to the target DB

• Generate 1 query

• But don’t print that SQL

• Do NOT run the SQL
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SQLSmith Demo - 2
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Now let’s see that 1 SQL it generated

• This SQL changes each time

• We aren’t yet running on the database

• Can be very short or very long
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SQLSmith Demo - 3
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Now let’s see a summary report

• Again, 1 SQL only

• See the ‘e’ line

• See ERROR line

• Interesting to see the SQL Components

• See bad / ok per component
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SQLSmith Demo - 4
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Now let’s time query generation

• TLDR – 600ms per 100 SQLs

• Or 6ms per 1 SQL query generation
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SQLSmith Demo - 5
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Now let’s see a summary report of 100 SQLs
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SQLSmith Demo - 6
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Lets log that to a database!
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SQLSmith Demo - 7
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Let’s look inside the Logging Database
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SQLSmith Demo - 8

25

Lets assume that ErrID = 2354535915 is super interesting
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SQLSmith Demo - 9
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Fetch the full SQL from SQLSmith database
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SQLSmith Demo - 10
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Have prepped the database for a given state

• Note that the Postgres cluster name is the git commit (easier to track)

- The git commit is specifically chosen (you’ll soon see why)



BUG HUNTING IN POSTGRES

© 2023, Amazon Web Services, Inc. or its affiliates.

SQLSmith Demo - 11
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Let’s crash postgres!

Postgres Error Logs details it well
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SQLReduce

Christoph Berg

• https://github.com/credativ/sqlreduce

• Input

• Accepts an SQL

• Output

• Optionally accepts a desired output (or by default await an engine crash)

• Action

• Iteratively shorten SQL while achieving desired output

• Result

• Returns the shortest SQL 29

https://github.com/credativ/sqlreduce
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SQLSmith Demo - 12
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SQLReduce basic working
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SQLReduce Demo – 12a
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SQLSmith Demo - 13
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Remove local table / data dependency, if possible
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SQLSmith Demo – 14
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Capture Backtrace, if possible
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SQLSmith Demo – 15
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So going back, how did I get to f8ba1bf4e4?
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What else?
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- SQLancer
- SQL-Reduce etc….
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Thank you!

© 2022, Amazon Web Services, Inc. or its affiliates.

Robins Tharakan

@GuyFromDelhi

https://www.thatguyfromdelhi.com/


